LONDON INTERNATIONAL CHRISTIAN CHURCH
DATA PROTECTION & GDPR POLICY
Registered Charity (England & Wales) – Charity No: 1124766
Approved by the Board of Trustees: [INSERT DATE]
 Next Review Date: [INSERT DATE – ANNUAL]
Applies to:
 All trustees, pastors, elders, ministry leaders, employees (if any), volunteers, contractors, and any person processing personal data on behalf of the Charity (“the Charity”).

1. PURPOSE
The Charity recognises that personal data protection is both:
· A legal obligation
· A safeguarding obligation
· A governance responsibility
This policy ensures compliance with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· ICO guidance for charities
· Charity Commission governance expectations
The Charity processes sensitive data due to its faith-based activities. Accordingly, enhanced safeguards apply.

2. TRUSTEE ACCOUNTABILITY
Trustees retain ultimate responsibility for:
· Lawful processing of personal data
· Oversight of data protection compliance
· Reporting notifiable data breaches
· Ensuring appropriate safeguards for special category data
Failure to comply may constitute trustee misconduct.

3. LEGAL FRAMEWORK
This policy operates under:
· UK GDPR
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations (PECR)
· ICO guidance for voluntary and faith organisations

4. DATA PROTECTION PRINCIPLES
All personal data must be:
1. Lawful, fair and transparent
2. Collected for specified purposes
3. Adequate, relevant and limited
4. Accurate and kept up to date
5. Retained only as necessary
6. Processed securely and confidentially
7. Accountable and documented
The Charity will be able to demonstrate compliance.

5. ROLES & RESPONSIBILITIES
Board of Trustees
· Oversight of compliance
· Annual data protection review
· Approval of breach reporting
· Monitoring of risk register
Data Protection Lead
[INSERT NAME / ROLE]
Responsible for:
· Handling Subject Access Requests (SARs)
· Managing data breaches
· Conducting risk assessments
· Liaising with ICO
· Maintaining data processing register
All Leaders & Volunteers
Must:
· Access only necessary data
· Maintain confidentiality
· Report breaches immediately
· Avoid informal data storage

6. PERSONAL DATA PROCESSED
General Personal Data
· Names
· Contact details
· Attendance records
· Volunteer role records
· Donation and Gift Aid records
· Communication preferences
Special Category Data (Article 9 UK GDPR)
Due to the Charity’s faith-based nature, processing may include:
· Religious belief (explicit or inferred through participation)
· Pastoral care information
· Health information
· Safeguarding records
· Wellbeing concerns
Special category data requires enhanced protection.

7. LAWFUL BASES FOR PROCESSING
The Charity relies on one or more of the following Article 6 lawful bases:
· Consent
· Legitimate interests
· Legal obligation
· Contractual necessity
· Vital interests
For Special Category Data (Article 9), processing will rely on:
· Explicit consent
· Safeguarding of children and adults at risk
· Substantial public interest
· Legal claims or regulatory compliance
· Religious bodies exemption (where applicable and lawful)
Consent must be:
· Freely given
· Specific
· Informed
· Unambiguous
· Withdrawable
Consent is not relied upon where power imbalance may invalidate it.

8. PASTORAL NOTES & SENSITIVE RECORDS
Pastoral notes present elevated risk.
Therefore:
· Notes must be factual and proportionate.
· Personal devices must not be used for permanent storage.
· WhatsApp messages do not constitute compliant record storage.
· Sensitive records must be stored in secure, access-controlled systems.
· Emotional or speculative commentary must not be recorded.
Pastoral confidentiality does not override safeguarding or legal obligations.

9. SAFEGUARDING DATA
Safeguarding records:
· Must be stored separately from general church records
· Must be access restricted
· Must not be deleted upon request where safeguarding risk remains
· Must be retained in accordance with statutory guidance
Right to erasure does not apply where data is required to protect individuals.

10. DATA SHARING
Personal data may be shared:
· With statutory authorities where legally required
· With regulators
· With professional advisers (under confidentiality)
· Where safeguarding requires
Data will never be sold.
Data sharing decisions must be documented.

11. DIGITAL COMMUNICATION & WHATSAPP
Given the Charity’s use of digital tools:
· WhatsApp must not be used for long-term safeguarding storage.
· Leaders must not store sensitive data solely on personal devices.
· Official email accounts must be used where possible.
· Access must be restricted upon role termination.
· Encrypted or disappearing messages must not be used for pastoral care.
Digital convenience does not override compliance.

12. DATA RETENTION
The Charity maintains a Data Retention Schedule.
Minimum retention examples:
· Safeguarding records: as required by statutory guidance
· Financial/Gift Aid records: 6 years minimum
· Whistleblowing records: as required for legal defence
· Complaints records: minimum 6 years
Retention decisions must balance:
· Legal obligations
· Safeguarding needs
· Regulatory risk
· Litigation risk

13. DATA SUBJECT RIGHTS
Individuals have the right to:
· Access their data
· Rectify inaccuracies
· Restrict processing
· Object to processing
· Data portability (where applicable)
· Lodge complaint with ICO
Right to Erasure
The right to be forgotten is not absolute.
Requests may be refused where data is required for:
· Safeguarding
· Legal defence
· Regulatory compliance
· Public interest
Decisions must be documented.

14. DATA BREACH RESPONSE
A personal data breach includes:
· Loss
· Unauthorised access
· Accidental disclosure
· Cyber incident
· Mis-sent emails
· Lost devices
All breaches must be reported immediately to the Data Protection Lead.
If notifiable:
· ICO must be informed within 72 hours.
· Affected individuals informed where high risk exists.
All breaches must be recorded in a Data Breach Log.
Concealment of breaches is misconduct.

15. DATA PROTECTION IMPACT ASSESSMENTS (DPIAs)
A DPIA will be conducted where:
· New systems are introduced
· High-risk processing begins
· Sensitive pastoral programmes expand
· New digital tools are implemented
Trustees must review DPIAs where high risk exists.

16. THIRD-PARTY PROCESSORS
Where third-party platforms are used:
· Contracts must include data protection clauses
· Appropriate safeguards must be confirmed
· International data transfers must comply with UK GDPR
Trustees must ensure due diligence.

17. TRAINING & AWARENESS
Trustees and leaders must:
· Complete data protection awareness training
· Understand breach reporting obligations
· Understand special category data risks
Ignorance is not a defence.

18. GOVERNANCE OVERSIGHT
Annually, trustees will review:
· Data breach log
· Subject access requests
· Retention compliance
· Digital risk
· Data processor contracts
· DPIAs completed
Findings will be minuted.
Patterns indicating systemic risk must be addressed.

19. SERIOUS INCIDENT LINK
Certain data breaches may constitute Serious Incidents and require:
· Charity Commission reporting
· ICO reporting
Trustees must assess this threshold.

20. POLICY REVIEW
This policy will be reviewed annually or sooner if:
· ICO guidance changes
· Data breach occurs
· Digital systems change
· Governance risks emerge

TRUSTEE DECLARATION
The Trustees confirm:
· They understand data protection responsibilities.
· They will prioritise safeguarding over convenience.
· They will report notifiable breaches.
· They will monitor compliance annually.
Signed:
Chair: _________________________
 Trustee: _______________________
 Trustee: _______________________
Date: _________________________

